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ABSTRACT

Several factors seem to favor the introduction of Ethernet
technology in automotive communications. The spreading of
Ethernet as an in-vehicle network for today’s cars or for those in
the near future is being broadly announced by spokespersons for
major carmakers and automotive electronics companies. Even in
the scientific community there is a growing interest in the topic,
shown by the increasing number of studies on the performance of
Ethernet-based technologies such as Switched Ethernet or Time-
Triggered Ethernet in automotive embedded systems.

This position paper provides an overview on facts and trends
towards the introduction of Ethernet in automotive
communications and discusses how and to what extent Ethernet
technology is likely to step in and provide benefits to the
different automotive functional domains. The paper will also
discuss which Ethernet technologies would be the possible
candidates for the automotive industry.

Categories and Subject Descriptors
C.3.[Special-Purpose and Application-Based Systems] (J.7)
[Computers in Other Systems].

General Terms
Performance, Design, Experimentation, Standardization.

Keywords
Automotive communications, in-car networks, Switched
Ethernet, Time-Triggered Ethernet, Audio Video Bridging.

1. INTRODUCTION

A growing interest towards Ethernet as an in-vehicle network for
cars of today and those in the near future has been recently
shown by the industry. Several spokespersons for major
carmakers (e.g. BMW, Daimler) and automotive electronics
companies (e.g., Bosch, Continental, Micrel, etc.) explicitly
addressed the case for Ethernet for automotive applications [1-
31,[6],[41], providing examples of the current use of Ethernet in
some applications and outlining what’s next according to their
companies’ view. Stimulated by the interest shown by industries
and supported by ongoing projects such as the SEIS project [3-4],
academic research, often in collaboration with carmakers, is
investigating the performance of Ethernet/IP [6-11], Ethernet
ABV [12],[31], or Time-Triggered Ethernet [13] in automotive
embedded systems.

Several factors seem to favor the introduction of Ethernet
technology in the automotive communication systems arena.
Some of them are similar to those that, ten years ago, motivated
the interest towards the introduction of Ethernet in automation as
either a complement or replacement of traditional fieldbuses. The
automotive domain is, however, quite different from automation
environments. An in-car embedded system is typically divided
into several functional domains that feature different
requirements and specific constraints [14].

In this context, this position paper discusses how and to what
extent Ethernet technology is likely to step in and provide
benefits to the different automotive functional domains. The
potential for making Ethernet a complement or even replacement
to other network technologies in their respective functional
domains is also addressed.

The paper considers current Ethernet technologies summarizing
significant results from related works. The aim is to assess which
Ethernet technology may be suitable for which automotive
functional domain.

The paper is organized as follows. Sect.2 elaborates on the
motivations  for introducing Ethernet in  automotive
communications. Sect.3 discusses which Ethernet technologies
would be the possible candidates for automotive
communications, while Sect.4 identifies which automotive
functional domains would benefit from using such technologies
and provides comparative assessments between Ethernet and the
automotive networks currently used in the addressed domains.
Finally, Sect.5 concludes the paper giving conclusive remarks
and some directions for further investigation into the adoption of
Ethernet in cars.

2. MOTIVATIONS FOR ETHERNET IN
AUTOMOTIVE COMMUNICATIONS

The aim of this section is to discuss the motivations for using
Ethernet as an in-vehicle network. The baseline of this
discussion is an overview of significant facts that lean towards
the adoption of Ethernet in automotive communications. Such
facts are detailed in the following.

Fact 1: Traffic requirements are steadily growing, so there is
a need for more bandwidth.

Premium cars today count more than 70 ECUs that implement
hundreds of distributed functions to provide, e.g., comfort, safety,
infotainment, and which produce many communication
exchanges. Several new applications are bandwidth-intensive.
For instance, to increase the ease of driving and safety, many



applications, such as lane departure warning systems,
signs/traffic lights recognition and collision avoidance systems,
require enhanced picture image and sensor resolutions.

The demand for inter-ECU communication has also heavily
increased and it is expected to continue growing in the future.

More bandwidth is also required by On-Board Diagnostics
(OBD). The amount of software embedded in the cars of today is
growing rapidly, due to the constant advancements of
functionalities provided by in-car electronic systems. On-Board
Diagnostic is needed by many vehicle functions such as,
emissions monitoring, diagnosis of components and properties,
service and maintenance with the possibility of downloading and
updating software.

The time spent on the reprogramming (also called flash update or
flashing) of automotive ECUs, which is necessary to upload new
applications to the electronic control wunit during the
manufacturing of the car or at the repair shop, has already
become a critical cost factor. Fast diagnostics and shorter update
times are strongly required for efficiency and cost reduction.

The United Nations started an action towards the establishment
of a legal global standard for the On-Board Diagnostics of cars
and trucks and entrusted the International Organization for
Standardization (ISO) with the creation of the World Wide
Harmonized — OnBoard Diagnostics (WWH-OBD) standard. The
aim of the global standard is to replace the regional standards for
vehicle diagnosis for emission control [15]. The standard is also
known as Diagnostics over Internet Protocol (DolIP) and uses
Ethernet as the PHY. The DolP standard, under specification as
ISO 13400 [16], will therefore foster the use of Internet Protocol
(IP) for diagnosis and of Ethernet as a replacement for CAN for
the reprogramming and diagnostics of automotive Electronic
Control Units. This replacement is necessary, as the CAN bus at
500 kbps has become a bottleneck today. Replacing CAN with
100 Mbps Ethernet significantly reduces the time needed to
reprogram an ECU [15].

For example, BMW has already been using Ethernet technology
to reprogram the calibration software for the engine control
modules since early 2008 [1]. In [17] a few figures regarding
Vehicle Flashing Times are given that are quite interesting. In
the 4th-generation BMW 7 series, to upload 81 MB via CAN 10
hours were required. In the 5th-generation BMW 7 series, to
upload 1 GB via Ethernet only 20 minutes were required. The
potential savings through faster reprogramming exceeds the costs
due to the introduction of Ethernet.

Among bandwidth-demanding applications there are those
related to telematics and infotainment that also require support
for IP/Web-based applications’ need to become more open for
non-automotive devices.

Similar considerations also hold for communication between
vehicles and the external world, due to applications such as
remote monitoring, fleet management, Internet-based automotive
applications and Car-to-X communications.

Fact 2: A common network technology would reduce the
communication complexity.

Multiple and heterogeneous networks support the different
automotive functional domains [14][18]. Table 1 summarizes the

different functional domains to be found in a car today and the
kind of communication they generate.

Table 1. Functional domains and relevant communications

Functional N
. Communication
domain
. Data for the control of engine,
Powertrain .
transmission, gearbox, etc.
Data for the control of car stability and
Chassis dynamics, i.e., suspension, steering and
braking
Driving unrelated data concerning the
Body & Comfort comfort of both driver and the passengers

(climate control, windows lifts, seat
control, mirrors, doors..)

Data for driving support operating
without user intervention (rear-view,
side-view and top-view services, night
vision service, speed limit information,
lane departure warning, etc.)

Driver assistance

Interactive systems presenting data about
car operation and driving conditions

Telematics/Infotain S
ment/HMI (navigation systems, route and traffic
related information, dashboard, head-up
display, etc.)
Driving unrelated data such as audio and
. video programs, rear seat entertainment,
Entertainment

hand-free phones, personal connectivity,
etc.

The communications are quite different from one functional
domain to another. In some domains, such as powertrain, the
main requirement is real-time communication, as the traffic
consists of exchanges of small real-time packets. Other domains
have more relaxed time constraints, but require more bandwidth.
This difference is also reflected in the different network
technologies adopted, that span from the low-bandwidth Local
Interconnect Network (LIN) [19], used mainly for low-speed
communications in the body and comfort domain, to the
Controller Area Network (CAN) [20], used in various flavors
over different domains (i.e., bandwidth ranging from 100 to 500
Kbps) and to FlexRay [21] that provides 10 Mbps. In the
entertainment and infotainment domains as well as in camera-
based driver assistance systems the situation is also quite
heterogeneous, as here communication is supported by point-to-
point Low-Voltage Differential Signaling (LVDS) wires or by
analogue Color Video Blanking Signal (CVBS) cables or, more
recently, by the Media Oriented Systems Transport (MOST)
protocol [22] with data rates of 25 Mbps, 50 Mbps and 150
Mbps. Traffic shaping mechanisms for IP-based in-car switched
Ethernet networks, implemented in the switching device [23] or
in the video source [24], were investigated for camera-based
driver assistance services.

The communications may be quite different even within the same
functional domain when several functions are present that feature
different data rates and constraints. As a result, several network
types are also found within the same domain, with different
characteristics in terms of bandwidth, real-time support, etc.
Moreover, when a new network technology providing, for
example, a higher bit rate is introduced, it is usually intended for
supporting novel applications. As a result, it usually does not




replace, but complement the already existing networks. The
reason for this is that in the automotive environment as long as a
(sub)system works properly, there is no willingness to change it,
for the sake of keeping the costs low.

This network heterogeneity complicates the communication
exchanges, so the usage of a single network technology, where
applicable, would be beneficial to avoid the need for gateways.
Moreover, it has to be considered that many new applications
also require communications between functions belonging to
different domains. For instance, in new hybrid vehicles,
intelligent battery management systems located in the powertrain
domain will optimize charging and discharging strategies based
on navigation data from the telematic domain.

In-car interdomain communications between multiple not directly
compatible networking technologies requires the support of
complex gateways. The gateway functionality may be either
centralized in one ECU to which every bus is connected, or
distributed over several ECUs, each one acting as “sub gateway”.
These are complex gateways that require application knowledge.
For example, as explained in [4], if a device connected to MOST
has to send a request to configure a parameter to a device
connected to FlexRay, the communication requires multiple steps
that involve a mediating gateway. To correctly perform these
steps, such a gateway requires knowledge about the application.
This means that every time a change in the application is made,
the gateway has to be adapted. This is not a desirable property. A
common networking technology for in-car control units would
solve the problem and simplify the electronic architecture of the
vehicle.

2.1 The Ethernet suitability for Automotive

Communications

Ethernet is a promising candidate for in-car communications. The
main motivation for this is the higher bandwidth provided by
Ethernet (100 Mbps onwards) as compared to current in-car
networks. Such an increased bandwidth paves the way for
applications, like Advanced Driver Assistance Systems (ADASs),
which make the volume of exchanged data in automotive
communication continuously grow.

Another enabling factor for using Ethernet as a common
networking technology for in-car communications is the assessed
technology, which entails that there is a large knowledge already
available that allows for better testing, maintenance and
development. Thanks to the Ethernet’s wide use, standardization
and openness, a large availability of high-quality chips on the
market and therefore low-cost product development and
manufacturing can be expected/predicted. On the contrary, the
main competitors of Ethernet, MOST and FlexRay, are only used
in the automotive domain, and this entails a smaller market
penetration and thus higher costs for products based on these
technologies [25].

In addition to the above mentioned features, Ethernet technology
is scalable, thus meeting the scalability requirement imposed by
today’s automotive systems, where the number of nodes to
interconnect steadily increases.

Another strong point in favor of Ethernet is the support offered to
the IP stack. With Internet connectivity, the IP protocol will be

used in-car, opening the way to enhanced navigation
functionalities, remote diagnostics and location-based services.
Investigations into usage of the Internet Protocol (IP) and the
Ethernet in automotives is in progress in academia, the car
industry and companies producing automotive electronic devices
(BMW [1], Bosch [2], Continental [3], Daimler [6] to mention
just a few). Providing the basis for IP as a common networking
technology for control units in the car to reduce the complexity of
the car electronic architecture is the aim of the SEIS project
[4][5], a German project coordinated by BMW Forschung und
Technik GmbH in Munich. The SIES project investigates IP-
based communication both inside the car and between the car
and the environment. The target is not to replace all the
technologies currently in use, but to keep using them on an IP-
based network and to resort to alternative technologies, selected
among those already well established in other industrial contexts,
when needed. Among alternative technologies, Ethernet and its
real-time variants are addressed and suitable physical layers and
network topologies for the automotive domain are investigated.
Attention is paid to the IEEE 802.1 AVB protocol and its
extensions [26-29] to transfer multimedia data in real-time over
IP.

In [6] Daimler’s view on the usage for Ethernet in automation is
summarized. Basically, the company sees Ethernet as a good
solution to have higher bandwidth for future automotive
applications at reasonable costs, through a well-proven and
widely used technology that has been tested in other domains
(such as industrial automation, avionics and
telecommunications). Another advantage they mention is the
support to IP, which is valuable, as IP is a natural candidate for
applications like vehicle diagnostics, in-car internet access, smart
charging in electric cars, etc.

Also BMW is really towards the use of Ethernet in cars. In [1] a
roadmap is drawn, where unshielded Ethernet was introduced as
a diagnostic interface in 2008, while shielded Ethernet was
introduced for Rear Seat Entertainment in 2008 and for the Park
Assist Camera for the new X5 (pilot expected in 2013).

2.1.1 Ethernet Electromagnetic Compatibility issues

Automotive networks typically operate under high temperature
and high electromagnetic radiations, so the question is whether
Ethernet can correctly operate in these conditions. Temperature
is not an issue for Ethernet, which performs well under high
temperatures, thanks to the low power consumption. As far as
Electromagnetic Compatibility (EMC) issues are concerned, two
aspects have to be considered. The first is the Electro-Static
Discharge (ESD), which consists of the unwanted short-duration
electric current that flows when two charged objects come into
close proximity or even in contact and may cause damage to
electronic equipment. Many new Ethernet devices have improved
their Electro-Static Discharge performance thus meeting the
limits. The second aspect refers to Electro-Magnetic Interference
(EMI) i.e., the unwanted effects of unintentional generation,
propagation and reception of electromagnetic energy. While
Standard Ethernet 100 Base TX unshielded exceeds the typical
limit for EMC emission, Standard Ethernet 100 Base TX
shielded technology does not exceed the limit, but unfortunately
requires expensive cable and connectors. Plastic Optical Fiber
can be used for 100 Mbps Fast Ethernet with a reach of 100 m,
but it is a costly solution and cost is an issue in the automotive
field. The most effective solution, as reported in [1] and [30], is
Ethernet Unshielded Twisted Single Pair (UTSP) at 100 Mbps,



that successfully passes the EMC immunity test. The UTSP is
unshielded, provides for one pair of wires at 100 Mbps with full
duplex operation and requires standard inexpensive cables and
connectors. Automotive qualified Ethernet devices currently
available on the market, e.g., from Micrel (transceiver, switches)
and from Broadcom® (transceiver), are designed to meet
automotive EMC specifications.

As the cable lengths in cars is limited and never reaches 100 m
(this is the maximum length specified by the IEEE 802.3),
assuming a lower maximum cable length, for instance 10 meters,
the Ethernet transmitter drive strength can be reduced
accordingly, thus also reducing the output signal amplitude and
therefore emissions.

3. OVERVIEW OF AUTOMOTIVE-
RELEVANT ETHERNET TECHNOLOGIES

Recent Ethernet technologies provide support for real-time
behavior and QoS. Real-Time support is provided by Industrial
Ethernet protocols in IEC 61784 [32][33], that improve real-time
capabilities of Ethernet-based networks for industrial scenarios.
However, IEC 61784 technologies are not as widely-used in the
mass market as standard Ethernet and are too costly for the
automotive domain. The main challenge for the automotive
industry will instead be to transfer and extend standard IP and
Ethernet into cars and still fulfill the automotive requirements.
Moreover, no intention to use any Industrial Ethernet for the
automotive case is in place. PROFINET, for instance, addresses
trains (train profile for PROFINET IO), not cars.

QoS support is offered by the IEEE 802.1 Audio/Video Bridging
(AVB) standard [26-29], that provides for highly reliable audio
and video applications over IEEE 802 networks.

Another promising candidate is the TTEthernet technology
(TTEthernet) [34], which is marketed by TTTech
Computertechnik AG for use in avionics, in aerospace
applications and in other real-time domains. TTEthernet enables
deterministic time-triggered communications, rate-constrained
and event-triggered communications over the same network
interface [42]. The technology is compatible with legacy Ethernet
(ARINC 664 Part 7 Standard, 802.3) [35]. Integration with AVB
would also be possible [36].

In the following we will examine the features of both the IEEE
AVB standard and TTEthernet and discuss their possible
application domains for automotive usage.

3.1 The IEEE Audio Video Bridging standard
AVB is a common name for the set of technical standards
defined by the IEEE 802.1 Audio/Video Bridging Task Group.
The AVB standards provide the specifications for time-
synchronized low latency streaming services through IEEE 802
networks.

AVB includes three specifications:

¢ IEEE 802.1AS: Timing and Synchronization for Time-
Sensitive Applications (gPTP) [29].

¢ IEEE 802.1Qat: Stream Reservation Protocol (SRP)
[28].

¢ IEEE  802.1Qav: Forwarding and  Queuing
Enhancements for Time-Sensitive Streams (FQTSS)
[27].

The IEEE 802.1as Time Synchronization provides precise time
synchronization of the network nodes to a reference time. It
synchronizes distributed local clocks with a reference that has an
accuracy of better than 1 us. The IEEE 802.1Qat Stream
Reservation allows for the reservation of resources within
switches (buffers, queues) along the path between sender and
receiver. The IEEE 802.1Qav Queuing and Forwarding for AV
Bridges separates time-critical and non time-critical traffic into
different traffic classes extending methods described in the IEEE
802.1Q standard and performs traffic shaping at the output ports
of switches and end nodes to prevent traffic bursts.

For seven hops within the network, the AVB standard guarantees
a fixed upper bound for latency. Two QoS classes are defined,
ie.

- Class A, that provides a maximum latency of 2ms

- Class B, that provides a maximum latency of 50ms.

With a careful planning of periodic execution and mapping to the
high priority queues within switches, AVB is able to guarantee
low jitter. As the resource reservation protocol is able to
dynamically handle QoS, new devices can join the network at
any time and QoS can be maintained through a combined design
approach, where a QoS configuration made at the end of the
production line is adapted on the field afterwards.

The work in [31] addresses the accuracy of the time
synchronization mechanism of Ethernet AVB under varying
temperature conditions. The measurement results provided are
encouraging.

3.2 The Time-Triggered Ethernet

TTEthernet [34][36][42] combines the determinism, fault-
tolerance properties and real-time behavior of the time-triggered
technology with the flexibility, dynamics and legacy of “best
effort” Ethernet. TTEthernet offers several advantages. First, it
offers higher bandwidth compared to FlexRay or CAN (100
Mbps onwards). Second, it supports communication among
applications with diverse real-time and safety requirements.
Finally, TTEthernet provides three different traffic types: time-
triggered (TT) traffic, rate-constrained (RC) traffic and best-
effort (BE) traffic.

Time-triggered (TT) messages are transmitted at predefined
times and have precedence over the other kinds of traffic. They
are suitable for brake-by-wire, steer-by-wire systems (avionics).
Rate-constrained (RC) messages do not follow a sync time base,
so multiple transmissions may occur at the same time and
messages may queue up in the network switches, leading to
increased transmission jitter. RC messages are sent at a bounded
transmission rate that is enforced in the network switches, so that
for each application a max predefined bandwidth, together with
delays and temporal deviations within given limits, are
guaranteed. Rate constrained messages are suitable for
multimedia or safety-critical automotive and aerospace
applications that need highly reliable communication, but do not
feature strict temporal constraints. Best-effort (BE) messages use
the remaining bandwidth and have less priority than TT and RC
messages. BE messages have no guarantee on whether and when
they can be transmitted, i.e., on the delay and on the delivery at
the destination. These messages are suitable for all legacy
Ethernet traffic (e.g. Internet protocols) without any QoS
requirement.



TTEthernet is used as the backbone system in the NASA Orion
spacecraft, the successor of the Space Shuttle [37]. TTEthernet is
also a SAE standard (AS6802).

More details on TTEthernet and its properties can be found in
[34].

4. WHICH ETHERNET TECHNOLOGY
FOR WHICH DOMAIN

The question we attempt to answer here is which Ethernet
technology is suitable for the automotive environment. The
choice really depends on the functional domain. In the following,
we will consider possible application scenarios for Ethernet AVB
and TTEthernet.

4.1 Application scenarios for AVB in cars

The IEEE AVB standard [26-29] has recently attracted attention
as a potential in-vehicle network technology for multimedia,
infotainment and driver assistance. There are multiple reasons
for this interest in AVB, such as the enhanced QoS provided, the
IEEE standardization, no need for license fees and, last but not
least, prices and quality comparable to those of standard
Ethernet.

In-car audio/video systems, in addition to common playback
functions, also handle content that requires a timely delivery. For
instance, turn-by-turn navigators continuously present directions
to the users in graphics or speech and dynamically update the
path to the destination taking into account traffic and road
conditions. Moreover, these systems give the user step-by-step
vocal advices about the street name, the distance to the turn and
whether to turn left or right.

The Audio/Video content associated with infotainment systems is
steadily increasing, but the usage of point-to-point dedicated
connections for audio and video content, such as the currently
adopted shielded LVDS cables, has to be discontinued for many
reasons. Among them, wiring complexity, that also affects
maintenance, reliability and weight, and costs, in terms of wires,
connectors and fuel consumption.

In-vehicle infotainment networking is today dominated by MOST
technology [22]. However, according to the Nov.2008 Hansen
Report [40], MOST is not “open enough” compared with CAN,
LIN and FlexRay. For this reason, in several years alternatives,
including Ethernet with AVB extensions, might step in [39].

4.1.1 Comparative assessments between MOST and
AVB

MOST was originally designed for automotive infotainment. It
therefore exploits the available bandwidth optimally for all kinds
of media streaming. Despite MOST outperforming Ethernet in
payload efficiency (PE=Payload data/Sent data) [12], with MOST
the total network bandwidth is shared among all connected
devices, while Ethernet AVB is a switched network that
multiplies the available bandwidth [I12]. As AVB utilizes
bandwidth only between source and destination node
connections, there is a significant bandwidth saving that allows a
higher throughput over an AVB network compared with a MOST
network, even when they operate at equivalent bit rates [39].

Some works see a potential for AVB for time-triggered-like
communications, thanks to the support provided in terms of time

synchronization and synchronous data transport [25]. However
further work has to be done in this direction to improve
performance.

4.2 Application scenarios for Time-Triggered

Ethernet in cars

Chassis and powertrain functions operate mainly as closed-loop
control systems and their implementation is moving towards a
time-triggered (TT) communication, as this approach is able to
provide a deterministic communication service. TTEthernet
would be a good candidate for these subsystems, especially for
the chassis domain, whose behavior has a strong impact on the
vehicle’s stability, agility and dynamics, and so is very critical
from a safety standpoint.

Deterministic communication overcomes the problem of
interdependencies between components, which is a major issue
and cost factor in today’s automotive distributed systems. A
deterministic communication system significantly reduces the
integration and test effort, as it guarantees that the cross-
influence is completely under the control of the application and is
not introduced by the communication system. Moreover,
determinism facilitates the system composability (i.e., ability to
integrate individually developed components) and real-time
behavior.

As stated in [36], the introduction of TTEthernet as in-car
network would allow to reduce the number of end systems and to
integrate several distributed functions on a small number of
ECUs. This is because TTEthernet meets the requirements that
this approach imposes, i.e. that bandwidth be apportioned exactly
and deterministically without statistical fluctuation (jitter) of the
network traffic, and that bit rates be guaranteed.

Other possible scenarios for TTEthernet in automotive
applications are:

- Advanced Driver Assistance Systems (ADAS), thanks to the
combination of high bandwidth and TT communication.

- Multimedia, thanks to the reliable communication and
guaranteed data rates for audio and video. Moreover, by using
TTEthernet for both ADAS and infotainment, driver assistance
systems and infotainment could be integrated into the same
network.

- X-By-Wire, thanks to its real-time, fault-tolerant and fail-
operational behavior that meets the communication requirements
typical of these systems.

4.2.1 Comparative assessments between FlexRay
and TTEthernet

The paper [13] offers a competitive analysis of FlexRay and
TTEthernet. Based on a mathematical model, the analysis
provides comparative results for real-time relevant metrics like
latency, jitter and bandwidth. The general eligibility of
TTEthernet for in-vehicle applications is shown in a scenario
where a fully utilised FlexRay system is replaced by a time-
triggered Ethernet. The paper also discusses the utilization
benefits offered by a switched system, like TTEthernet, when
using group communication, while FlexRay is limited to
broadcast communications. The analysis in [13] shows that
FlexRay real-time traffic can be supported by TTEthernet. Jitter
and latency are comparable. The sample configuration used is



shown in Table 2, while the results obtained are given in Table 3
(redrawn from [13]).

Table 2. Sample configuration (source [13])

FlexRay TTEthernet
Bus speed 10 Mbps 100 Mbps
Max payload size 254 bytes 1500 bytes
Min payload size 1 byte 46 bytes
Topology Two active stars/switches
Wire length 72 m
Dlvzrug:rrtlze of 220 ppm
Cycle time 16 ms

Table 3. Jitter and latency results (source [13])

FlexRay TTEthernet
Latency min 12.2 us 24 us
payload
Latency max 265.2 us 372 us
payload
Jitter bounds 6.4 us <10 us

FlexRay and TTEthernet share very good properties for
automotive communications. Both of them provide support for
fully deterministic data communication for time-critical
applications and have built-in fault-tolerance and safety
mechanisms. While FlexRay is qualified for automotive,
TTEthernet does not have this property yet. FlexRay controllers
have the ISO 26262 (ASIL-D) certification, not yet available for
TTEthernet.

TTEthernet provides higher bandwidth than FlexRay (100 Mbit/s
vs. 10 Mbit/s). Software stacks as well as development and
configuration tools are available for both technologies. The two
technologies currently differ as far as costs are concerned, being
TTEthernet more expensive due to the lack of a mass production
of TTEthernet products till now. This difference may be
overcome with increasing market penetration.

Both FlexRay and TTEthernet support a number of network
nodes and network topologies that are adequate for the needs of
automotive applications. In particular, FlexRay supports bus, star
and mixed topologies. TTEthernet supports star and star bus,
while bus and ring are possible with special switch components.
FlexRay is a de facto standard in automotive and TTEthernet is a
SAE standard (SAE AS6802). While the EMC of FlexRay has
been proven in automotive, TTEthernet EMC for automotive is
currently under test.

4.3 Ethernet in automotive communications:

evolution or revolution?

Ethernet was recently introduced in several car models as cost-
efficient high-speed data access for diagnostics, software updates
and multimedia for entertainment (Rear Seat Entertainment
Systems). As reported in [1], the pilot applications for Ethernet
according to the BMW view are Driving Assistance Functions.

The BMW plan is to use Ethernet instead of shielded Low-
Voltage Differential Signaling (LDVS) video transmission for
the surround view system to provide good overview during
maneuvering. The company target is to accomplish this by 2013
[1] and significant cost reduction is expected.

Other targeted applications are night vision with person
recognition, speed limit information, entertainment video
transmission (TV, DVD, etc.).

The introduction of Ethernet in cars looks more an evolution than
a revolution: In the next few years, Ethernet will not replace
existing automotive networks completely, but a “migration path”
to facilitate the communication between the existing automotive
networks and Ethernet is needed [25]. This is the motivation
behind some effort to investigate how to realize gateways
between AVB networks and the automotive networks currently in
use, such that the QoS offered can be maintained across the
network borders. For instance, the work [25] proposes both a
MOST/AVB gateway and a FlexRay/AVB gateway to support
synchronous data transport, and uses an evaluation system built
within the SEIS project [3] activities to validate the proposed
gateway concepts.

The paper [43] addresses a migration concept for transferring
CAN traffic over Ethernet/IP. The idea is to use full duplex
switched Ethernet connections for multiplexing data originating
from CAN ECUs and streaming data coming from co-located
high bandwidth sensors over one Ethernet connection, for the
sake of reducing packaging, weight and system costs.

5. CONCLUSIONS

Ethernet usage in cars is expected to spread in several domains.
The first one is diagnostics, where Ethernet is already in use and
will replace the bottleneck CAN. Ethernet usage will further
grow thanks to the DolP standard that allows for seamlessly
interfacing the car to a service centre network or remote laptop.

Another success story of Ethernet in cars is expected in the
multimedia and infotainment domains. In today’s cars Ethernet
already connects the Rear Seat Entertainment system to the Head
Unit, thus providing high speed access to the mass storage
located in the head unit. The AVB standard will compete with
MOST which, in turn, is expected to fast displace the LDVS data
transfer technology.

Advanced Driver Assistance Systems involving cameras
represent another use-case for Ethernet, as these applications
require high bandwidth to support high speed data
communication and FlexRay is not suitable for this. ADAS may
therefore be the right use-case for Ethernet, especially for
TTEthernet.

In terms of timeline, Ethernet is expected to enter the non-safety
critical domain first. While Ethernet definitely has a bright future
for video, audio and infotainment, its usage in automotive
domains with hard real-time constraints depends on some critical
factors. For real-time control, the car industry is (slowly) moving
from CAN to FlexRay, so it could take time for Ethernet to step
in. FlexRay is used for some time-critical and safety-critical
applications and will likely continue to be used in the powertrain
and vehicle dynamics management domain. An aspect to consider
is that there are not so many Ethernet COTS components suited
to cars, due to EMC issues. Currently, Broadcom is launching the
Broadcom BroadR-Reach™ PHY's family of transceivers, while



Micrel offers automotive qualified Ethernet devices (PHY
transceivers, integrated MAC/PHY controllers, switches) that
reduce the drive strength via internal software registers or via a
modification in hardware. Assuming that there are some
proprietary technologies, the question is whether the automotive
industry will rely on a product/standard that is proprietary.

An open question regards the topology to be used in cars. One
could think about a single Ethernet backbone supporting all the
kinds of traffic (safety-critical, multimedia), but the study in [§]
showed that different traffic classes over a switched Ethernet in-
car network influence each other, causing the violation of critical
data constraints. The work in [8] showed that a Switched
Ethernet with a star-based topology may support different traffic
types while providing satisfying QoS only if the network is
managed in such a way that overload never occurs and a
prioritization mechanism is used.

One possible option foresees an infotainment architecture
centered around an AVB Ethernet backbone conveying all the
traffic, i.e. in-vehicle data and control traffic, together with
audio/video streaming for passenger entertainment, driver
assistance, mobile interconnect connectivity. However, for the
sake of integrity, reliability and safety, it is probably better to
keep safety-critical communications separate from infotainment
ones. Some companies, like Micrel [41] envisage a single
standard Ethernet for multimedia applications and non-critical
data traffic and an AVB cloud (i.e., a kind of sub-network where
all devices must support AVB capabilities) for time-critical
traffic. As reported in [41], it was suggested that only the so-
called Audio Video Bridging for Automotive (AVA) subset of the
AVB specification, including the IEEE 1722 AVB packet and the
PTPv2 Time Synchronization (IEEE 802.1as) would be required
for the automotive needs.

The separation between different traffic types is definitely
possible with TTEthernet, that provides a native support for
deterministic communication while also allowing for rate-
constrained and best-effort exchanges.

As far as new visions and new possibilities for Ethernet in the
automotive field are concerned, according to the Bosch and
BMW view, in a future architecture based on the deployment of
Domain Control Units (DCUs) and a backbone connecting those
domains, Ethernet will be the ultimate choice (expected start
2020).

Another possible scenario for Ethernet is relevant to electric cars.
The next generation of electrical vehicles represents a unique
opportunity for a significant rethinking of current automotive
network architectures. A shift from proprietary solutions to a
novel network architecture, based on an established standard
technology, would allow for faster design and analysis of the
network transmission schedule, better quality and performance
assessments. The adoption of a common communication network
architecture would simplify the task of ECU suppliers allowing
for component reusability across different car manufacturers
shortening the time to market of their products.
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